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OVERVIEW
The goal of this course is to provide Cisco® IT professionals with the knowledge and
skills necessary to support Cisco®~based networks.

The Cisco Certified Network Associate (CCNA) is the first certification in the Cisco Career
Certification series. It is Cisco's introduction to the world of Cisco networks. Cisco states that
upon completion of the CCNA, you will be able to install, configure, and maintain a small-to
medium-size Cisco network. Only one exam (CCNA 640-801) is required to achieve a CCNA

Routing & Switching Certification. This exam will remain valid for at least 2 years.

Prerequisites

Knowledge of Networking Essential OR
Microsoft Certified Professional (MCP)

Experience the Benefits of CCNA™ Certifications
The Cisco® CCNA™ certification lays the foundation for all other Cisco® certifications.

A CCNA™ can do the following:

Install and configure Cisco switches and routers in multiprotocol internetworks using
LAN and WAN interfaces

Provide Level 1 troubleshooting service
Improve network performance and security

Cisco® certifications also afford you special membership benefits:
A certificate of accomplishment.

A wallet card, logo and designation for your personal promotion to clients or potential
employers.

Access to the secure Cisco® on-line tracking system so you can download logos, and track
your Cisco® certification progress throughout your career.

TEST FORMATS
The newly released CCNA 640-607 exam includes the following test formats.

Multiple-choice Single Answer,
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Multiple-choice Multiple Answer,
Drag-and-Drop,
Fill-in-the-Blank,
Router Simulations
EXAM TOPICS

The new CCNA covers the foundation of Cisco networks and lays the framework for all of the
other Cisco certifications. To earn the CCNA, you must thoroughly understand networking
basics. It's very important to have a clear and detailed understanding of the OSI reference
model. You must know the function of every OSI layer and what protocols operate at each one.
Also, it is time to acquire an intimate knowledge of TCP/IP. To work in networking today, you
must know TCP/IP very well; thus, TCP/IP is one of the major areas covered by the CCNA. IP

configuration, sub netting, and troubleshooting are all part of the skills being measured

The simulations are introduced as part of the CCNA certification training and exam beginning
March 12, 2002. In addition to standard multiple choice and fill-in response questions,

candidates will also be required to perform tasks on simulated Cisco networking devices.

The good news for the new CCNA exam is that it is based on the same exam topics as for

the previous version of the exam.

Following are the topics, if prepared thoroughly; you will pass the exam easily.

OSI Layered Model
No. Of Questions 5-7

Why the industry uses Layered Model.
Functions of each layer.
Devices at each layer.

Difference between network/logical address and MAC/Data Link address. Identify the
network addresses in different protocol types.

Identify the parts of an address.
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Differentiate between connection-oriented

network services and connection-less

network services.
Special emphasis on Network Layer.

Five steps of data encapsulation.

LAN Design

No. Of Questions 2-3
Differentiate between half-duplex & full-duplex Ethernets.

Understanding of different types of LANSs, i.e. Token Ring, Ethernet, Fast Ethernet etc.
and IEEE specifications.

LAN Segmentation

No. Of Questions 3-5
Advantages of LAN Segmentation.

Clear understanding of differences in segmentation using Bridges, Routers and
Switches.

Clear understanding of Broadcast Domains and Collision Domains.

Bridging & Switching
No. Of Questions 3-5

Understanding of three types of switching methods, i.e. Store-and-Forward, Cut-
Through & Fragment-Free.

Benefits and operation of Spanning Tree Protocol.

Benefits of Virtual LAN.

Networking Protocols

No. Of Questions 4-6
Classes of IP Addresses.

How to calculate valid IP Addresses for a network.
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Clear understanding of Sub netting. (Remember the table of Sub netting).
Understand TCP/IP, UDP, and IPX.

Flow control mechanism used by TCP.

Functions of ICMP (Ping & Tracert).

Encapsulation types used with IPX addresses.

Routing
No. Of Questions 4-6

Purpose of routing protocols.

Types of Routing Protocols, Distance Vector & Link-State Protocols.
Routing Metrics, Routing Loops and methods used to prevent them.
Configuration of RIP.

Configuration of IGRP.

Cisco Router & I0OS Basics
No. Of Questions 8 -12

Different Elements of Cisco Router and their functions.

Logging to router in User EXEC mode & Privileged EXEC mode, entering to other
configuration modes and viewing different configuration elements.

Short cuts for Enhanced Editing and command history.
Context-sensitive help.

Configuration files.

Router Passwords.

Banner & Description commands.

Show command

Setup command.

Commands to load Cisco 10S from Flash, TFTP or ROM.
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Upgrading & Backing up Cisco I0OS Software.
Password recovery.

Initial Configuration of router and enabling IP on different interfaces.

Router Simulations
No. Of Questions 1-2

Basic router configurations for example:
o Commands in Setup mode,
o Boot system commands,
o Message of the day, description, host name etc,
o Interface configuration, clock rate, bandwidth,
o Enabling different password types,
TCP/IP configuration,
Routing protocols configuration,
o RIP configuration,
o IGRP configuration,

Troubleshooting.

WAN Protocols
No. Of Questions 4 -6

Different WAN devices & terms, e.g. CPE, DTE, Demarc, Local Loop, CO.

Benefits of ISDN.
ISDN BRI & PRI, total no. Of channels in each type.
ISDN protocols - Q, I, E.

Different types of Equipment used to connect to ISDN network, e.g. TA, NT1, NT2, and

DSU/CSU.

Frame Relay terms and features.
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Encapsulations in Frame Relay.

Frame Relay LMI, Sub interface, map configurations and commands to show these
configurations.

PPP, HDLC and Novell Equivalents in Cisco I10S.

EXAM PREPARATION

There are two methods of preparing for the CCNA exam: the official Cisco-recommended
curriculum and self-study.

The official Cisco-recommended curriculum for the CCNA contains two courses:
CCNA Basics (CCNAB)
Interconnecting Cisco Network Devices (ICND)

Exam 1D : 640-607

Certification : CCNA

No. Of .
Questions + 45-55
Time Limit . 75 Minutes

Pass Marks : 849




